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Status of the Protocols Additional to the Geneva

Conventions of 1949 and relating to the protection
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L etter dated 2 October 2008 from the Per manent
Representative of Switzerland to the United Nations addressed
to the Secretary-Gener al

| am pleased to inform you that on 17 September 2008, 17 States* came to an
understanding on the “Montreux Document”, a text containing rules and good
practices relating to private military and security companies operating in armed
conflict (see annex). The Montreux Document, which is the result of an
international process launched in 2006 by the Government of Switzerland and the
International Committee of the Red Cross, is intended to promote respect for
international humanitarian law and human rights law.

We trust that the document will be of interest to all States, and invite them to
consider adopting such measures as appear therein. We also invite all States to
consider communicating their support for the document to the Federal Department
of Foreign Affairs of Switzerland.

| would be most grateful if you could have the present letter and its annex
circulated as a document of the General Assembly, under agenda item 76, and of the
Security Council, as the international process is related to the question of protection
of civilians in armed conflicts and was mentioned in paragraph 9 of your report to
the Security Council on this topic (S/2007/643).

(Signed) Peter Maurer
Ambassador
Permanent Representative

* Afghanistan, Angola, Australia, Austria, Canada, China, France, Germany, Iraq, Poland, Sierra
Leone, South Africa, Sweden, Switzerland, the United Kingdom of Great Britain and Northern
Ireland, Ukraine and the United States of America.
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Annex to the letter dated 2 October 2008 from the Per manent
Representative of Switzerland to the United Nations addressed to
the Secretary-Gener al

Montreux Document on pertinent international legal obligations
and good practices for States related to operations of private
military and security companies during armed conflict

Montreux,
17 September 2008
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INFORMAL SUMMARY OF THE MONTREUX DOCUMENT
BY SWITZERLAND

1. Private military and security companies (PMSCs) are nowadays often relied on in areas of armed conflict —
by individuals, companies, and governments. They are contracted for a range of services, from the
operation of weapon systems to the protection of diplomatic personnel. Recent years have seen an increase
in the use of PMSCs, and with it the demand for a clarification of pertinent legal obligations under
international humanitarian law and human rights law.

2. The Montreux Document seeks to meet this demand. The result of ajoint initiative by Switzerland and the
International Committee of the Red Cross (ICRC) launched in 2006, it recalls existing obligations of States,
PMSCs and their personnel under international law whenever PM SCs — for whatever reason — are present
during armed conflict. In a second part, it contains a set of over 70 good practices designed to assist States
in complying with these obligations. Neither parts are legally binding, nor are they intended to legitimize
the use of PMSCs in any particular circumstance. They were developed by governmental experts from
seventeen Statest with a particular interest in the issue of PMSCs or international humanitarian law.

Representatives of civil society and of the PM SC industry were also consulted.

3. Part | differentiates between contracting States, territorial States and home States. For each category of
States, Part | recalls pertinent international legal obligations according to international humanitarian law
and human rights law. The question of attribution of private conduct to the State under with customary
international law is also addressed. In addition, Part | devotes sections to the pertinent international legal
obligations of “all other States’, to the duties of PMSCs and their personnel, as well as to questions of
superior responsibility.

4. Like Part |, Part Il also differentiates between contracting States, territorial States and home States. The
good practices draw largely from existing practices of States not only directly with regard to PM SCs but
aso, for instance, from existing regulations for arms and armed services. They range from introducing
transparent licensing regimes to ensuring better supervision and accountability - so that only PMSCs which
are likely to respect international humanitarian law and human rights law, through appropriate training,
internal procedures and supervision, can provide services during armed conflict.

5. In the preface of the Montreux Document, the participating States invite other States and international
organisations to communicate their support for the document to the Federal Department of Foreign Affairs
of Switzerland.

1 Afghanistan, Angola, Australia, Austria, Canada, China, France, Germany, Iraqg, Poland, Sierra Leone, South Africa,
Sweden, Switzerland, the United Kingdom of Great Britain and Northern Ireland, Ukraine, and the United States of
America.
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PREFACE

This document is the product of an initiative launched cooperatively by the Government of Switzerland and the
International Committee of the Red Cross. It was developed with the participation of governmental experts
from Afghanistan, Angola, Australia, Austria, Canada, China, France, Germany, Irag, Poland, Sierra Leone,
South Africa, Sweden, Switzerland, the United Kingdom of Great Britain and Northern Ireland, Ukraine, and
the United States of Americain meetings convened in January and November 2006, November 2007, and April
and September 2008. Representatives of civil society and of the private military and security industry were
consulted.

The following understandings guided the development of this document:

1

That certain well-established rules of international law apply to States in their relations with private
military and security companies (PMSCs) and their operation during armed conflict, in particular under
international humanitarian law and human rights law;

That this document recalls existing legal obligations of States and PMSCs and their personnel (Part One),
and provides States with good practices to promote compliance with international humanitarian law and
human rights law during armed conflict (Part Two);

That this document is not a legally binding instrument and does not affect existing obligations of States
under customary international law or under international agreements to which they are parties, in particular
their obligations under the Charter of the United Nations (especially its articles 2(4) and 51);

That this document should therefore not be interpreted as limiting, prejudicing or enhancing in any manner
existing obligations under international law, or as creating or developing new obligations under
international law;

That existing obligations and good practices may aso be instructive for post-conflict situations and for
other, comparable situations; however, that international humanitarian law is applicable only during armed
conflict;

That cooperation, information sharing and assistance between States, commensurate with each State's
capacities, is desirable in order to achieve full respect for international humanitarian law and human rights
law; as is cooperative implementation with the private military and security industry and other relevant
actors;

That this document should not be construed as endorsing the use of PMSCs in any particular circumstance
but seeks to recall legal obligations and to recommend good practices if the decision has been made to
contract PM SCs;

That while this document is addressed to States, the good practices may be of value for other entities such
as international organisations, NGOs and companies that contract PMSCs, as well as for PMSCs
themselves;
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9. That for the purposes of this document:

a)

b)

d)
€)

“PMSCs’ are private business entities that provide military and/or security services, irrespective of
how they describe themselves. Military and security servicesinclude, in particular, armed guarding and
protection of persons and objects, such as convoys, buildings and other places; maintenance and
operation of weapons systems; prisoner detention; and advice to or training of local forces and security
personnel.

“Personnel of a PMSC” are persons employed by, through direct hire or under a contract with, a
PMSC, including its employees and managers.

“Contracting States’ are States that directly contract for the services of PMSCs, including, as
appropriate, where such a PM SC subcontracts with another PM SC.

“Territorial States’ are States on whose territory PM SCs operate.

“Home States” are States of nationality of a PMSC, i.e. where a PMSC is registered or incorporated; if
the State where the PM SC isincorporated is not the one where it hasiits principal place of management,
then the State where the PM SC hasiits principal place of management is the “Home State”.

The participating States commend this document to the attention of other States, international organisations,
NGOs, the private military and security industry and other relevant actors, which are invited to adopt those
good practices that they consider appropriate for their operations. The participating States invite other States
and international organisations to communicate their support for this document to the Federal Department of
Foreign Affairs of Switzerland. The participating States also declare their readiness to review and, if necessary,
to revise this document in order to take into account new developments.
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PART ONE
PERTINENT INTERNATIONAL LEGAL OBLIGATIONSRELATING TO PRIVATE
MILITARY AND SECURITY COMPANIES

INTRODUCTION

The following statements aim to recall certain existing international legal obligations of States regarding
private military and security companies. The statements are drawn from various international humanitarian and
human rights agreements and customary international law. This document, and the statements herein, do not
create legal obligations. Each State is responsible for complying with the obligations it has undertaken pursuant
to international agreements to which it is a party, subject to any reservations, understandings and declarations
made, and to customary international law.

A. CONTRACTING STATES

1. Contracting States retain their obligations under international law, even if they contract PM SCs to perform
certain activities. If they are occupying powers, they have an obligation to take all measures in their power
to restore, and ensure, as far as possible, public order and safety, i.e. exercise vigilance in preventing
violations of international humanitarian law and human rights law.

2. Contracting States have an obligation not to contract PMSCs to carry out activities that international
humanitarian law explicitly assigns to a State agent or authority, such as exercising the power of the
responsible officer over prisoner of war camps or places of internment of civilians in accordance with the
Geneva Conventions.

3. Contracting States have an obligation, within their power, to ensure respect for international humanitarian
law by PM SCs they contract, in particular to:

a) ensure that PMSCs that they contract and their personnel are aware of their obligations and trained
accordingly;

b) not encourage or assist in, and take appropriate measures to prevent, any violations of international
humanitarian law by personnel of PM SCs;

c) take measures to suppress violations of international humanitarian law committed by the personnel of
PMSCs through appropriate means, such as military regulations, administrative orders and other
regulatory measures as well as administrative, disciplinary or judicial sanctions, as appropriate.

4. Contracting States are responsible to implement their obligations under international human rights law,
including by adopting such legidlative and other measures as may be necessary to give effect to these
obligations. To this end they have the obligation, in specific circumstances, to take appropriate measures to
prevent, investigate and provide effective remedies for relevant misconduct of PM SCs and their personnel.

5. Contracting States have an abligation to enact any legislation necessary to provide effective penal sanctions

for persons committing, or ordering to be committed, grave breaches of the Geneva Conventions and,
where applicable, Additional Protocol I, and have an obligation to search for persons alleged to have
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10.

committed, or to have ordered to be committed, such grave breaches and bring such persons, regardless of
their nationality, before their own courts. They may aso, if they prefer, and in accordance with the
provisions of their own legislation, hand such persons over for trial to another State concerned, provided
such State has made out a prima facie case, or to an international criminal tribunal.

Contracting States also have an obligation to investigate and, as required by international law, or otherwise
as appropriate, prosecute, extradite or surrender persons suspected of having committed other crimes under
international law, such as torture or hostage taking, in accordance with their obligations under international
law. Such prosecutions are to be carried out in accordance with international law providing for fair trial,
mindful that sanctions be commensurate with the gravity of the crime.

Although entering into contractual relations does not in itself engage the responsibility of Contracting
States, the latter are responsible for violations of international humanitarian law, human rights law, or other
rules of international law committed by PMSCs or their personnel where such violations are attributable to
the Contracting State, consistent with customary international law, in particular if they are:

a) incorporated by the State into its regular armed forces in accordance with its domestic legislation;
b) members of organised armed forces, groups or units under a command responsible to the State;

c) empowered to exercise elements of governmenta authority if they are acting in that capacity (i.e. are
formally authorised by law or regulation to carry out functions normally conducted by organs of the
State); or

d) infact acting on the instructions of the State (i.e. the State has specifically instructed the private actor’s
conduct) or under its direction or control (i.e. actua exercise of effective control by the State over a
private actor’s conduct).

Contracting States have an obligation to provide reparations for violations of international humanitarian
law and human rights law caused by wrongful conduct of the personnel of PMSCs when such conduct is
attributable to the Contracting States in accordance with the customary international law of State
responsibility.

B. TERRITORIAL STATES
Territorial States have an obligation, within their power, to ensure respect for international humanitarian
law by PM SCs operating on their territory, in particular to:

a) disseminate, as widely as possible, the text of the Geneva Conventions and other relevant norms of
international humanitarian law among PM SCs and their personnel;

b) not encourage or assist in, and take appropriate measures to prevent, any violations of international
humanitarian law by personnel of PM SCs;

c) take measures to suppress violations of international humanitarian law committed by the personnel of
PMSCs through appropriate means such as military regulations, administrative orders and other
regulatory measures as well as administrative, disciplinary or judicia sanctions, as appropriate.

Territorial States are responsible to implement their obligations under international human rights law,
including by adopting such legidlative and other measures as may be necessary to give effect to these
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11.

12.

13.

14.

15.

16.

obligations. To this end they have the obligation, in specific circumstances, to take appropriate measures to
prevent, investigate and provide effective remedies for relevant misconduct of PM SCs and their personnel.

Territorial States have an obligation to enact any legisation necessary to provide effective pena sanctions
for persons committing, or ordering to be committed, grave breaches of the Geneva Conventions and,
where applicable, Additional Protocol I, and have an abligation to search for persons alleged to have
committed, or to have ordered to be committed, such grave breaches and bring such persons, regardless of
their nationality, before their own courts. They may aso, if they prefer, and in accordance with the
provisions of their own legidation, hand such persons over for trial to another State concerned, provided
such State has made out a prima facie case, or to an international criminal tribunal.

Territorial States also have an obligation to investigate and, as required by international law, or otherwise as
appropriate, prosecute, extradite or surrender persons suspected of having committed other crimes under
international law, such as torture or hostage taking, in accordance with their obligations under international
law. Such prosecutions are to be carried out in accordance with international law providing for fair trial,
mindful that sanctions be commensurate with the gravity of the crime.

In situations of occupation, the obligations of Territorial States are limited to areas in which they are able to
exercise effective control.

C.HOME STATES

Home States have an obligation, within their power, to ensure respect for international humanitarian law by
PMSCs of their nationality, in particular to:

a) disseminate, as widely as possible, the text of the Geneva Conventions and other relevant norms of
international humanitarian law among PM SCs and their personnel;

b) not encourage or assist in, and take appropriate measures to prevent, any violations of international
humanitarian law by personnel of PM SCs;

c) take measures to suppress violations of international humanitarian law committed by the personnel of
PMSCs through appropriate means such as administrative or other regulatory measures as well as
administrative, disciplinary or judicial sanctions, as appropriate.

Home States are responsible to implement their obligations under international human rights law, including
by adopting such legidative and other measures as may be necessary to give effect to these obligations. To
this end they have the obligation, in specific circumstances, to take appropriate measures to prevent,
investigate and provide effective remedies for relevant misconduct of PMSCs and their personnel.

Home States have an obligation to enact any legislation necessary to provide effective pena sanctions for
persons committing, or ordering to be committed, grave breaches of the Geneva Conventions and, where
applicable, Additional Protocol |, and have an obligation to search for persons aleged to have committed,
or to have ordered to be committed, such grave breaches and bring such persons, regardless of their
nationality, before their own courts. They may also, if they prefer, and in accordance with the provisions of
their own legidation, hand such persons over for trial to another State concerned, provided such State has
made out a prima facie case, or to an international criminal tribunal.
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17.

18.

19.

20.

21.

22.

23.

24,

25,

10

Home States also have an obligation to investigate and, as required by international law, or otherwise as
appropriate, prosecute, extradite or surrender persons suspected of having committed other crimes under
international law, such as torture or hostage taking, in accordance with their obligations under international
law. Such prosecutions are to be carried out in accordance with international law providing for fair trial,
mindful that sanctions be commensurate with the gravity of the crime.

D. ALL OTHER STATES

All other States have an obligation, within their power, to ensure respect for international humanitarian law.
They have an obligation to refrain from encouraging or assisting in violations of international humanitarian
law by any party to an armed conflict.

All other States are responsible to implement their obligations under international human rights law,
including by adopting such legidative and other measures as may be necessary to give effect to these
obligations.

All other States have an obligation to enact any legislation necessary to provide effective penal sanctions
for persons committing, or ordering to be committed, grave breaches of the Geneva Conventions and,
where applicable, Additional Protocol I, and have an abligation to search for persons alleged to have
committed, or to have ordered to be committed, such grave breaches and bring such persons, regardless of
their nationality, before their own courts. They may aso, if they prefer, and in accordance with the
provisions of their own legislation, hand such persons over for trial to another State concerned, provided
such State has made out a prima facie case, or to an international criminal tribunal.

All other States also have an obligation to investigate and, as required by international law, or otherwise as
appropriate, prosecute, extradite or surrender persons suspected of having committed other crimes under
international law, such as torture or hostage taking, in accordance with their obligations under international
law. Such prosecutions are to be carried out in accordance with international law providing for fair trial,
mindful that sanctions be commensurate with the gravity of the crime.

E. PMSCsAND THEIR PERSONNEL
PMSCs are obliged to comply with international humanitarian law or human rights law imposed upon them
by applicable national law, as well as other applicable national law such as crimina law, tax law,

immigration law, labour law, and specific regulations on private military or security services.

The personnel of PM SCs are obliged to respect the relevant national law, in particular the national criminal
law, of the State in which they operate, and, as far as applicable, the law of the States of their nationality.

The status of the personnel of PMSCs is determined by international humanitarian law, on a case by case
basis, in particular according to the nature and circumstances of the functions in which they are involved.

If they are civilians under international humanitarian law, the personnel of PM SCs may not be the object of
attack, unless and for such time as they directly participate in hostilities.
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26. The personnel of PMSCs:

a)
b)

are obliged, regardless of their status, to comply with applicable international humanitarian law;

are protected as civilians under international humanitarian law, unless they are incorporated into the
regular armed forces of a State or are members of organised armed forces, groups or units under a
command responsible to the State; or otherwise lose their protection as determined by international
humanitarian law;

are entitled to prisoner of war status in international armed conflict if they are persons accompanying
the armed forces meeting the requirements of article 4A(4) of the Third Geneva Convention;

to the extent they exercise governmental authority, have to comply with the State's obligations under
international human rights law;

are subject to prosecution if they commit conduct recognised as crimes under applicable national or
international law.

F. SUPERIOR RESPONSIBILITY

27. Superiors of PMSC personnel, such as

a)
b)

governmental officials, whether they are military commanders or civilian superiors, or
directors or managers of PMSCs,

may be liable for crimes under international law committed by PMSC personnel under their effective
authority and control, as a result of their failure to properly exercise control over them, in accordance with
the rules of international law. Superior responsibility is not engaged solely by virtue of a contract.

08-53710
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PART TWO
GOOD PRACTICESRELATING TO PRIVATE MILITARY AND SECURITY
COMPANIES

INTRODUCTION

This Part contains a description of good practices that aims to provide guidance and assistance to States in
ensuring respect for international humanitarian law and human rights law and otherwise promoting responsible
conduct in their relationships with PM SCs operating in areas of armed conflict. They may aso provide useful
guidance for States in their relationships with PM SCs operating outside of areas of armed conflict.

The good practices do not have legally binding effect and are not meant to be exhaustive. It is understood that a
State may not have the capacity to implement all the good practices, and that no State has the legal obligation to
implement any particular good practice, whether that State is a Contracting State, a Territorial State, or a Home
State. States are invited to consider these good practices in defining their relationships with PMSCs,
recognising that a particular good practice may not be appropriate in al circumstances and emphasising that
this Part is not meant to imply that States should necessarily follow all these practices as awhole.

The good practices are intended, inter alia, to assist States to implement their obligations under international
humanitarian law and human rights law. However, in considering regulation, States may also need to take into
account obligations they have under other branches of international law, including as members of international
organisations such as the United Nations, and under international law relating to trade and government
procurement. They may also need to take into account bilateral agreements between Contracting States and
Territorial States. Moreover, States are encouraged to fully implement relevant provisions of international
instruments to which they are Parties, including anti-corruption, anti-organised crime and firearms conventions.
Furthermore, any of these good practices will need to be adapted in practice to the specific situation and the
State’s legal system and capacity.

A.GOOD PRACTICESFOR CONTRACTING STATES
States contemplating to contract PM SCs should evaluate whether their legislation, as well as procurement and
contracting practices, are adequate for contracting PMSCs. This is particularly relevant where Contracting

States use the services of a PMSC in a State where law enforcement or regulatory capacities are compromised.

In many instances, the good practices for Contracting States may also indicate good practices for other clients
of PMSCs, such asinternational organisations, NGOs and companies.

In this sense, good practices for Contracting States include the following:

|. Determination of services
1. To determine which services may or may not be contracted out to PMSCs; in determining which services

may not be contracted out, Contracting States take into account factors such as whether a particular service
could cause PM SC personnel to become involved in direct participation in hostilities.
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I1. Procedurefor the selection and contracting of PM SCs

2. To assess the capacity of the PMSC to carry out its activities in conformity with relevant national law,
international humanitarian law and international human rights law, taking into account the inherent risk
associated with the services to be performed, for instance by:

a) acquiring information relating to the principal services the PMSC has provided in the past;

b) obtaining references from clients for whom the PM SC has previously provided similar services to those
the Contracting State is seeking to acquire;

¢) acquiring information relating to the PMSC's ownership structure and conducting background checks
on the PMSC and its superior personnel, taking into account relations with subcontractors, subsidiary
corporations and ventures.

3. To provide adeguate resources and draw on relevant expertise for selecting and contracting PM SCs.

4. To ensure transparency and supervision in the selection and contracting of PMSCs. Relevant mechanisms
may include:

a) public disclosure of PMSC contracting regulations, practices and processes;

b) public disclosure of general information about specific contracts, if necessary redacted to address
national security, privacy and commercial confidentiality requirements;

c) publication of an overview of incident reports or complaints, and sanctions taken where misconduct
has been proven; if necessary redacted to address national security, privacy and commercial
confidentiality requirements;

d) oversight by parliamentary bodies, including through annual reports or notification of particular
contracts to such bodies.

[1l. Criteriafor the selection of PMSCs

5. To adopt criteria that include quality indicators relevant to ensuring respect for relevant national law,
international humanitarian law and human rights law, as set out in good practices 6 to 13. Contracting
States should consider ensuring that lowest price not be the only criterion for the selection of PMSCs.

6. To take into account, within available means, the past conduct of the PMSC and its personnel, which
includes ensuring that the PMSC has:

a) no reliably attested record of involvement in serious crime (including organised crime, violent crime,
sexual offences, violations of international humanitarian law, bribery and corruption) and, insofar as the
PMSC or its personnel had engaged in past unlawful conduct, has appropriately remedied such
conduct, including by effectively cooperating with official authorities, taking disciplinary measures
against those involved, and, where appropriate and consistent with findings of wrongdoing, providing
individuals injured by their conduct with appropriate reparation;

b) conducted comprehensive inquiries within applicable law regarding the extent to which any of its
personnel, particularly those who are required to carry weapons as part of their duties, have a reliably
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10.

11.

12.

14

attested record of not having been involved in serious crime or have not been dishonourably discharged
from armed or security forces;

¢) not previously been rejected from a contract due to misconduct of the PMSC or its personnel.

To take into account the financial and economic capacity of the PMSC, including for liabilities that it may
incur.

To take into account whether it and its personnel possess or are in the process of obtaining requisite
registrations, licenses or authorisations.

To take into account whether it maintains accurate and up to date personnel and property records, in
particular, with regard to weapons and ammunition, available for inspection on demand by the Contracting
State and other appropriate authorities.

To take into account that the PMSC’s personnel are sufficiently trained, both prior to any deployment and
on an ongoing basis, to respect relevant national law, international humanitarian law and human rights law;
and to establish goals to facilitate uniformity and standardisation of training requirements. Training could
include general and task- and context-specific topics, preparing personnel for performance under the
specific contract and in the specific environment, such as:

a) ruleson the use of force and firearms;
b) international humanitarian law and human rights law;
¢) religious, gender, and cultural issues, and respect for the local population;

d) handling complaints by the civilian population, in particular by transmitting them to the appropriate
authority;

€) measures against bribery, corruption, and other crimes.

Contracting States consider continuously reassessing the level of training by, for example, requiring regular

reporting on the part of PMSCs.

To take into account whether the PM SC:

a) acquiresits equipment, in particular its weapons, lawfully;

b) uses equipment, in particular weapons, that is not prohibited by international law;

¢) has complied with contractual provisions concerning return and/or disposition of weapons and
ammunition.

To take into account the PM SC’s internal organisation and regulations, such as:

a) the existence and implementation of policies relating to international humanitarian law and human
rights law, especialy on the use of force and firearms, as well as policies against bribery, corruption,
and other crimes;

b) the existence of monitoring and supervisory aswell asinternal accountability mechanisms, such as:

i. interna investigation and disciplinary arrangements in case of allegations of wrong-doing by its
personnel;
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13.

14.

15.

ii. mechanisms enabling persons affected by the conduct of the personnel of the PMSC to lodge a
complaint, including both third party complaint mechanisms and whistle-blower protection
arrangements; and

iii. regular performance reporting, specific incident reporting, and reporting on demand to the
Contracting State and under certain circumstances other appropriate authorities;

iv. requiring PMSC personnel and its subcontracted personnel to report any misconduct to the PMSC's
management or a competent authority.
To consider the respect of the PMSC for the welfare of its personnel, as protected by labour law and other
relevant national law. Relevant factors may include:
a) providing personnel a copy of any contract to which they are party in alanguage they understand;

b) providing personnel with adequate pay and remuneration arrangements commensurate to their
responsibilities and working conditions;

¢) adopting operational safety and health policies;
d) ensuring personnel unrestricted access to their own travel documents; and
e) preventing unlawful discrimination in employment.

V. Terms of contract with PM SCs

To include contractual clauses and performance requirements that ensure respect for relevant national law,
international humanitarian law and human rights law by the contracted PMSC. Such clauses, reflecting and
implementing the quality indicators referred to above as selection criteria, may include:

a) past conduct (good practice 6);

b) financial and economic capacity (good practice 7);

C) possession of required registration, licenses or authorisations (good practice 8);

d) personnel and property records (good practice 9);

€) training (good practice 10);

f) lawful acquisition and use of equipment, in particular weapons (good practice 11);
g) internal organisation and regulation and accountability (good practice 12);

h) welfare of personnel (good practice 13);

Contractual clauses may also provide for the Contracting State's ability to terminate the contract for failure
to comply with contractual provisions. They may also specify the weapons required for contract
performance, that PMSCs obtain appropriate visas or other authorizations from the Territorial State, and
that appropriate reparation be provided to those harmed by the misconduct of PM SCs and their personnel.

To require by contract that the conduct of any subcontracted PMSC isin conformity with relevant national
law, international humanitarian law and international human rights law, including by:

a) establishing the criteria and qualifications for the selection and ongoing employment of subcontracted
PM SCs and personnel;
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16.

17.

18.

19.

20.
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b) requiring the PMSC to demonstrate that subcontractors comply with equivalent requirements as the
PMSC initidly contracted by the Contracting State;

¢) ensuring that the PMSC is liable, as appropriate and within applicable law, for the conduct of its
subcontractors.

To require, if consistent with force protection requirements and safety of the assigned mission, that the
personnel of the PMSC be personally identifiable whenever they are carrying out activities in discharge of
their responsibilities under a contract. | dentification should:

a) be visible from a distance where mission and context allow, or consist of a non-transferable
identification card that is shown upon demand;

b) alow for aclear distinction between a PMSC'’s personnel  and the public authorities in the State where
the PM SC operates.

The same should apply to all means of transport used by PM SCs.

To consider pricing and duration of a specific contract as a way to promote relevant internationa
humanitarian law and human rights law. Relevant mechanisms may include:

a) securities or bonds for contractual performance;

b) financial rewards or penalties and incentives;

C) opportunitiesto compete for additional contracts.

To require, in consultation with the Territorial State, respect of relevant regulations and rules of conduct by
PMSCs and their personnel, including rules on the use of force and firearms, such as:

a) using force and firearms only when necessary in self-defence or defence of third persons;

b) immediate reporting to and cooperation with competent authorities, including the appropriate
contracting official, in the case of use of force and firearms.

V. Monitoring compliance and ensuring accountability
To provide for criminal jurisdiction in their national legislation over crimes under international law and
their national law committed by PM SCs and their personnel and, in addition, to consider establishing:

a) corporate criminal responsibility for crimes committed by the PMSC, consistent with the Contracting
State’s national legal system;

b) criminal jurisdiction over serious crimes committed by PM SC personnel abroad.
To provide for non-criminal accountability mechanisms for improper or unlawful conduct of PMSCs and
their personnel, including:
a) contractual sanctions commensurate to the conduct, including :
i. immediate or graduated termination of the contract;
ii. financial penalties;
iii. removal from consideration for future contracts, possibly for a set time period;
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iv. removal of individual wrongdoers from the performance of the contract;
b) referral of the matter to competent investigative authorities;

¢) providing for civil liability, as appropriate.

21. To provide for, in addition to the measures in good practices 19 and 20, appropriate administrative and
other monitoring mechanisms to ensure the proper execution of the contract and the accountability of
contracted PM SCs and their personnel for their improper and unlawful conduct; in particular to:

a) ensure that those mechanisms are adequately resourced and have independent audit and investigation
capacity;

b) provide Contracting State government personnel on-site with the capacity and authority to oversee
proper execution of the contract by the PMSC and the PM SC's subcontractors,

c) train relevant government personnel, such as military personnel, for foreseeable interactions with
PMSC personnel;

d) collect information concerning PMSCs and personnel contracted and deployed, and on violations and
investigations concerning their alleged improper and unlawful conduct;

e) establish control arrangements, allowing it to veto or remove particular PMSC personnel during
contractual performance;

f) engage PMSCs, Territorial States, Home States, trade associations, civil society and other relevant
actors to foster information sharing and devel op such mechanisms.

22. When negotiating agreements with Territorial States which contain rules affecting the legal status of and
jurisdiction over PM SCs and their personnel:

a) to consider the impact of the agreements on the compliance with national laws and regulations,

b) to address the issue of jurisdiction and immunities to ascertain proper coverage and appropriate civil,
criminal, and administrative remedies for misconduct, in order to ensure accountability of PMSCs and
their personnel.

23. To cooperate with investigating or regulatory authorities of Territorial and Home States, as appropriate, in
matters of common concern regarding PM SCs.

B. GOOD PRACTICESFOR TERRITORIAL STATES

The following good practices aim to provide guidance to Territorial States for governing the supply of military
and security services by PMSCs and their personnel on their territory. Territorial States should evaluate
whether their domestic legal framework is adequate to ensure that the conduct of PM SCs and their personnel is
in conformity with relevant national law, international humanitarian law and human rights law or whether it
needs to establish further arrangements to regulate the activities of PMSCs.

Acknowledging the particular challenges faced by Territorial States in armed conflict, Territorial States may

accept information provided by the Contracting State concerning the ability of a PMSC to carry out its
activitiesin conformity with international humanitarian law, human rights law and relevant good practices.
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In this sense, good practices for Territorial States include the following:

24,

25,

26.

27.

28.

29.
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|. Deter mination of services

To determine which services may or may not be carried out on their territory by PMSCs or their personnel;
in determining which services may not be carried out, Territorial States take into account factors such as
whether a particular service could cause PMSC personnel to become involved in direct participation in
hostilities.

I1. Authorisation to provide military and security services
To require PMSCs to obtain an authorisation to provide military and security services in their territory
(“authorisation”), including by requiring:

a) PMSCs to obtain an operating license valid for a limited and renewable period (*corporate operating
license™), or for specific services (“specific operating license”), taking into account the fulfilment of
the quality criteria set out in good practices 31 to 38; and/or;

b) individualsto register or obtain alicense in order to carry out military or security services for PMSCs.

[11. Procedurewith regard to authorisations
To designate a central authority competent for granting authorisations.
To alocate adequate resources and trained personnel to handle authorisations properly and timely.

To assess, in determining whether to grant an authorisation, the capacity of the PMSC to carry out its
activities in conformity with relevant national law, international humanitarian law and international human
rights law, taking into account the inherent risk associated with the services to be performed, for instance

by:
a) acquiring information relating to the principal services the PMSC has provided in the past;

b) obtaining references from clients for whom the PMSC has previously provided similar services or
clientsin the Territorial State;

¢) acquiring information relating to the PMSC’'s ownership structure and conduct background checks on
the PMSC and its personnel, taking into account relations with subcontractors, subsidiary corporations
and ventures, or abtain information from the Contracting State on these matters.

To ensure transparency with regard to authorisations. Relevant mechanisms may include:

a) public disclosure of authorisation regulations and procedures,

b) public disclosure of general information on granted authorisations, including on the identity of
authorised PMSCs and their number of personnel, if necessary redacted to address national security,
privacy and commercial confidentiality requirements;
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30.

31.

32.

33.

c) publication of an overview of incident reports or complaints, and sanctions taken where misconduct
has been proven; if necessary redacted to address national security, privacy and commercia
confidentiality requirements;

d) oversight by parliamentary bodies, including through annual reports or notification of particular
contracts to such bodies;

€) publishing and adhering to fair and non-discriminatory fee schedules for authorisations.

V. Criteriafor granting an authorisation

To ensure that PMSCs fulfil certain quality criteria relevant for the respect of relevant national law,
international humanitarian law and human rights law by the PMSC and its personnel, including those set
out below.

To require that the conduct of PMSCs and of any PMSC subcontracted is in conformity with relevant
national law, international humanitarian law and international human rights law, which includes ensuring
that:

a) the PMSC notifies any subcontracting of military and security services to the authorisation authority;

b) the PMSC can demonstrate that its subcontractors comply with equivalent requirements as the PMSC
which initially obtained an authorisation by the Territorial State;

¢) thesubcontractor isin possession of an authorisation;

d) the PMSC initially granted authorisation is liable, as appropriate and within applicable law, for the
conduct of its subcontractors.

To take into account, within available means, the past conduct of the PMSC and its personnel, which
includes ensuring that the PM SC has:

a) no reliably attested record of involvement in serious crime (including organised crime, violent crime,
sexual offences, violations of international humanitarian law, bribery and corruption) and, insofar as the
PMSC or its personnel had engaged in past unlawful conduct, has appropriately dealt with such
conduct, including by effectively cooperating with official authorities, taking disciplinary measures
against those involved, and where appropriate and consistent with findings of wrongdoing, providing
individualsinjured by their conduct with appropriate reparation;

b) conducted comprehensive inquiries within applicable law regarding the extent to which any of its
personnel, particularly those who are required to carry weapons as part of their duties, have a reliably
attested record of not having been involved in serious crime or have not been dishonourably discharged
from armed or security forces;

¢) not previously had an operating license revoked for misconduct of the PMSC or its personnel.

To take into account the financial and economic capacity of the PMSC, including for liabilities that it may
incur.
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34. To take into account whether the PM SC maintains accurate and up to date personnel and property records,
in particular, with regard to weapons and ammunition, available for inspection on demand by the Territorial
State and other authorities.

35. To take into account that the PMSC's personnel are sufficiently trained, both prior to any deployment and
on an ongoing basis, to respect relevant national law, international humanitarian law and human rights law;
and to establish goals to facilitate uniformity and standardisation of training regquirements. Training could
include general and task- and context-specific topics, preparing personnel for performance under the
specific contract and in the specific environment, such as:

a) ruleson the use of force and weapons;

b) international humanitarian law and human rights law;

c) religious, gender, and cultural issues, and respect for the local population;

d) complaints handling;

€) measures against bribery, corruption, and other crimes.

Territorial States consider continuously reassessing the level of training by, for example, requiring regular
reporting on the part of PMSCs.

36. Not to grant an authorisation to a PMSC whose weapons are acquired unlawfully or whose use is
prohibited by international law.
37. To take into account the PMSC’sinternal organisation and regulations, such as:

a) the existence and implementation of policies relating to international humanitarian law and human
rights law, especially on the use of force and firearms, as well as policies against bribery and
corruption;

b) the existence of monitoring and supervisory measures as well as internal accountability mechanisms,
such as:

i. internal investigation and disciplinary arrangements in case of allegations of wrong-doing by its
personnel;

ii. mechanisms enabling persons affected by the conduct of the personnel of the PMSC to lodge a
complaint, including both third party complaints mechanisms and whistle-blower protection
arrangements,

iii. regular reporting on the performance of the assignment and/or specific incident reporting;

iv. requiring PMSC personnel and its subcontracted personnel to report any misconduct to the PMSC's
management or a competent authority.

38. To consider the respect of the PMSC for the welfare of its personnel.

39. To take into account, in considering whether to grant a license or to register an individual, good practices
32 (past conduct) and 35 (training).
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V. Terms of authorisation

40. To include clauses to ensure that the conduct of the PMSC and its personnel is continuously in conformity

41.

42.

43.

with relevant national law, international humanitarian law and international human rights law. The
authorisation includes, where appropriate, clauses requiring the PMSC and its personnel to implement the
quality criteria referred to above as criteria for granting general and/or specific operating licenses and
relating to:

a) past conduct (good practice 32);

b) financial and economic capacity (good practice 33);

c) personnel and property records (good practice 34);

d) training (good practice 35);

e) lawful acquisitions (good practice 36);

f) internal organisation and regulation and accountability (good practice 37);
g) welfare of personnel (good practice 38);

To require the PMSC to post a bond that would be forfeited in case of misconduct or non-compliance with
the authorisation, provided that the PM SC has a fair opportunity to rebut allegations and address problems.

To determine, when granting a specific operating license, a maximum number of PMSC personnel and
eguipment understood to be necessary to provide the services.

V1. Ruleson the provision of servicesby PM SCs and their personnel

To have in place appropriate rules on the use of force and firearms by PM SCs and their personnel, such as:
a) using force and firearms only when necessary in self-defence or defence of third persons;

b) immediately reporting to and cooperation with competent authorities in the case of use of force and
firearms.

. To havein place appropriate rules on the possession of weapons by PM SCs and their personnel, such as:

a) limiting the types and quantity of weapons and ammunition that a PMSC may import, possess or
acquire;

b) requiring the registration of weapons, including their serial number and calibre, and ammunition, with
a competent authority;

¢) requiring PMSC personnel to obtain an authorisation to carry weapons that is shown upon demand;
d) limiting the number of employees allowed to carry weapons in a specific context or area;

€) requiring the storage of weapons and ammunition in a secure and safe facility when personnel are off
duty;

f) requiring that PMSC personnel carry authorised weapons only while on duty;
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45.

46.

47.

48.

49.

50.
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g) controlling the further possession and use of weapons and ammunition after an assignment is
completed, including return to point of origin or other proper disposition of weapons and ammunition.

To require, if consistent with force protection requirements and safety of the assigned mission, that the
personnel of the PMSC be personally identifiable whenever they are carrying out activities in discharge of
their responsibilities under a contract. Identification should:

a) be visible from a distance where mission and context alow, or consist of a non-transferable
identification card that is shown upon demand;

b) alow for aclear distinction between a PMSC's personnel  and the public authorities in the State where
the PM SC operates.

The same should apply to all means of transportation used by PM SCs.

VII. Monitoring compliance and ensuring accountability

To monitor compliance with the terms of the authorisation, in particular:
a) establish or designate an adequately resourced monitoring authority;

b) ensure that the civilian population is informed about the rules of conduct by which PMSC have to
abide and available complaint mechanisms;

C) requesting local authorities to report on misconduct by PM SCs or their personnel;
d) investigate reports of wrongdoing.

To provide a fair opportunity for PMSCs to respond to allegations that they have operated without or in
violation of an authorisation.

To impose administrative measures, if it is determined that a PMSC has operated without or in violation of
an authorisation; such measures may include:

a) revocation or suspension of the authorisation or putting the PMSC on natice of either of these stepsin
case remedial measures are not taken within a set period of time;

b) removing specific PMSC personnel under the penalty of revoking or suspending the authorisation;

¢) prohibition to re-apply for an authorisation in the future or for a set period of time;

d) forfeiture of bonds or securities;

e) financia penalties.

To provide for criminal jurisdiction in their national legislation over crimes under international law and
their national law committed by PMSCs and their personnel and, in addition, to consider establishing

corporate criminal responsibility for crimes committed by the PMSC, consistent with the Territorial State's
national legal system.

To provide for non-criminal accountability mechanisms for improper and unlawful conduct of PMSC and
its personnel, including:

a) providing for civil liability;
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b) otherwise requiring PMSCs, or their clients, to provide reparation to those harmed by the misconduct
of PMSCs and their personnel.

51. When negotiating agreements with Contracting States which contain rules affecting the legal status of and
jurisdiction over PM SCs and their personnel:

a) to consider the impact of the agreements on the compliance with national laws and regulations,

b) to address the issue of jurisdiction and immunities to ascertain proper coverage and appropriate civil,
criminal, and administrative remedies for misconduct, in order to ensure accountability of PMSCs and
their personnel.

52. To cooperate with investigating and regulatory authorities of Contracting and Home States in matters of
common concern regarding PM SCs.

C. GooD PRACTICESFOR HOME STATES

The following good practices aim to provide guidance to Home States for governing the supply of military and
security services by PMSCs and their personnel abroad (“export™). It is recognised that other good practices for
regulation - such as regulation of standards through trade associations and through international cooperation -
will also provide guidance for regulating PM SCs, but have not been elaborated here.

In this understanding, Home States should evaluate whether their domestic legal framework, be it central or
federal, is adequately conducive to respect for relevant international humanitarian law and human rights law by
PMSCs and their personnel, or whether, given the size and nature of their national private military and security
industry, additional measures should be adopted to encourage such respect and to regulate the activities of
PMSCs. When considering the scope and nature of any licensing or regulatory regime, Home States should
take particular notice of regulatory regimes by relevant Contracting and Territorial States, in order to minimise
the potentia for duplicative or overlapping regimes and to focus efforts on areas of specific concern for Home
States.

In this sense, good practices for Home States include the following:

|. Deter mination of services

53. To determine which services of PMSCs may or may not be exported; in determining which services may
not be exported, Home States take into account factors such as whether a particular service could cause
PMSC personnel to become involved in direct participation in hostilities.

I1. Establishment of an authorisation system

54. To consider establishing an authorisation system for the provision of military and security services abroad
through appropriate means, such as requiring an operating license valid for a limited and renewable period
(“corporate operating license”), for specific services (“ specific operating license”), or through other forms
of authorisation (“export authorisation™”). If such a system of authorisation is established, the good practices
57 to 67 set out the procedure, quality criteria and terms that may be included in such a system.
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55.

56.

57.

58.

59.

60.
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To have in place appropriate rules on the accountability, export, and return of weapons and ammunition by
PMSCs.

To harmonise their authorisation system and decisions with those of other States and taking into account
regional approaches relating to authorisation systems.

I11. Procedurewith regard to authorisations

To assess the capacity of the PMSC to carry out its activities in respect of relevant nationa law,
international humanitarian law and international human rights law, taking into account the inherent risk
associated with the services to be performed, for instance by:

a) acquiring information relating to the principal services the PMSC has provided in the past;

b) obtaining references from clients for whom the PMSC has previously provided similar services or
clientsin the Territorial State;

c) acquiring information relating to the PMSC’s ownership structure and conduct background checks on
the PMSC and its personnel, taking into account relations with subcontractors, subsidiary corporations
and ventures.

To alocate adequate resources and trained personnel to handle properly and timely authorisations.

To ensure transparency with regard to the authorisation procedure. Relevant mechanisms may include:
a) public disclosure of authorisation regulations and procedures,

b) public disclosure of general information on specific authorisations, if necessary redacted to address
national security, privacy and commercial confidentiality requirements,

c) oversight by parliamentary bodies, including through annual reports or notification of particular
contracts to such bodies;

d) publishing and adhering to fair and non-discriminatory fee schedules.

IV. Criteria for granting an authorisation

To take into account the past conduct of the PMSC and its personnel, which include ensuring that the
PMSC has:

a) no reliably attested record of involvement in serious crime (including organised crime, violent crime,
sexual offences, violations of international humanitarian law, bribery and corruption) and, insofar as the
PMSC or its personnel had engaged in past unlawful conduct, has appropriately dealt with such
conduct, including by effectively cooperating with official authorities, taking disciplinary measures
against those involved, and where appropriate and consistent with findings of wrongdoing, providing
individuals injured by their conduct with appropriate reparation;

b) conducted comprehensive inquiries within applicable law regarding the extent to which its personnel,
particularly those who are required to carry weapons as part of their duties, have a reliably attested
record of not having been involved in serious crime or have not been dishonourably discharged from
armed or security forces;

08-53710



A/63/467
S/2008/636

61.

62.

63.

64.

65.

66.

¢) not previously had an authorisation revoked for misconduct of the PMSC or its personnel.

To take into account the financial and economic capacity of the PMSC, including for liabilities that it may
incur.

To take into account whether the PMSC maintains accurate and up to date personnel and property records,
in particular, with regard to weapons and ammunition, available for inspection on demand by competent
authorities.

To take into account that the PMSC's personnel are sufficiently trained, both prior to any deployment and
on an ongoing basis, to respect relevant national law, international humanitarian law and human rights law;
and to establish goals to facilitate uniformity and standardisation of training requirements. Training could
include general and task- and context-specific topics, preparing personnel for performance under the
specific contract and in the specific environment, such as:

a) rulesonthe use of force and firearms;

b) international humanitarian law and human rights law;

c) religious, gender, and cultural issues, and respect for the local population;

d) complaints handling;

€) measures against bribery, corruption and other crimes.

Home States consider continuously reassessing the level of training by, for example, requiring regular
reporting on the part of PM SCs.

To take into account whether the PM SC’s equipment, in particular its weapons, is acquired lawfully and its
useis not prohibited by international law.
To take into account the PMSC’s internal organisation and regulations, such as:

a) the existence and implementation of policies relating to international humanitarian law and human
rights law;

b) the existence of monitoring and supervisory aswell asinternal accountability mechanisms, such as:

i. internal investigation and disciplinary arrangements in case of alegations of wrong-doing by its
personnel;

ii. mechanisms enabling persons affected by the conduct of the personnel of the PMSC to lodge a
complaint, including both third party complaints mechanisms and whistle-blower protection
arrangements.

To consider the respect of the PMSC for the welfare of its personnel as protected by labour law and other
relevant national law.
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68.

69.

70.

71.

72.

73.
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V. Termsof authorisation granted to PM SCs

To include clauses to ensure that the conduct of the PMSC and its personnel respect relevant national law,
international humanitarian law and international human rights law. Such clauses, reflecting and
implementing the quality criteriareferred to above as criteria for granting authorisations, may include:

a) past conduct (good practice 60);

b) financial and economic capacity (good practice 61);

¢) personnel and property records (good practice 62);

d) training (good practice 62);

€) lawful acquisitions (good practice 64);

f) interna organisation and regulation and accountability (good practice 65);
g) welfare of personnel (good practice 66).

V1. Monitoring compliance and ensuring accountability

To monitor compliance with the terms of the authorisation, in particular by establishing close links between
its authorities granting authorisations and its representatives abroad and/or with the authorities of the
Contracting or Territorial State.

To impose sanctions for PM SCs operating without or in violation of an authorisation, such as:

a) revocation or suspension of the authorisation or putting the PMSC on notice of either of these stepsin
case remedial measures are not taken within a set period of time;

b) prohibition to re-apply for an authorisation in the future or for a set period of time;
¢) civil and criminal fines and penalties.

To support Territorial Statesin their efforts to establish effective monitoring over PMSCs.
To provide for criminal jurisdiction in their national legislation over crimes under international law and

their national law committed by PM SCs and their personnel and, in addition, consider establishing:

a) corporate criminal responsibility for crimes committed by the PMSC, consistent with the Home State's
national legal system;

b) criminal jurisdiction over serious crimes committed by PMSC personnel abroad.

To provide for non-criminal accountability mechanisms for improper and unlawful conduct of PMSCs and

their personnel, including:

a) providing for civil liability;

b) otherwise requiring PMSCs to provide reparation to those harmed by the misconduct of PMSCs and
their personnel.

To cooperate with investigating or regulatory authorities of Contracting and Territoria States, as
appropriate, in matters of common concern regarding PM SCs.
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